INTERNET PROCEDURES POLICY
BLACKBURN LAKE PRIMARY SCHOOL
Florence Street Blackburn 3130

RATIONALE

At Blackburn Lake Primary School we support the ‘eSmart’ framework for the smart, safe and responsible use of
information and communications technology. At BLPS we believe the internet, combined with access to classroom
computers and iPads, offers huge potential benefits for teaching and learning.

Students and teachers can:
explore the world online
visit museums and libraries around the world
access rich information resources to support research and investigations
communicate and collaborate with people all over the world
publish to the web

Behaving safely online means:
e protecting their own privacy and personal information
e selecting appropriate spaces to work and contribute
e protecting the privacy of others (this can be sharing personal information or images)
e being proactive in letting someone know if something is 'not quite right' - at home this would be a parent or
guardian, at school a teacher. These principles of safety and responsibility are not specific for the web but
certainly apply to the use of internet at school.

AIMS

This policy aims to provide students and teachers who use school provided devices an understanding of what they
should and shouldn't be doing with school provided devices. This is to ensure that students are using devices for
maximum educational value and observing safety protocols in accordance with the law.

IMPLEMENTATION

1. Use of the school’s devices and/or network to access the Internet and Internet services, including electronic mail
and the World Wide Web, will be governed by an Acceptable Use Procedures (AUP) for the Internet and mobile
devices (see Appendix A)

The Acceptable Use Procedures (AUP) is intended to operate within and be consistent with existing school policies and
procedures in areas such as:

e  Bullying (including cyber-bullying) and Harrassment Policies
e Student Welfare

2. Staff, students and school community members using school devices are required to adhere to the Internet
Procedures Policy Guidelines and also with the DET Acceptable Use Policy (Appendix B)

3. Staff should be familiar with the DET Acceptable Use Policy.

4. Students and staff can expect sanctions if they act irresponsibly and disregard their obligations to other users and
the school as the provider of their Internet access.

a). Responsibility and accountability for network security is the shared responsibility of all network users. It is the
responsibility of staff and students to protect his/her password and not divulge it to another person. If a student or
staff member knows or suspects his/her account has been used by another person, the account holder must notify a
teacher or the administration as appropriate, immediately.

b) All messages created, sent or retrieved on the school’s network are the property of the school, and should be
considered public information. The school reserves the right to access and monitor all messages and files on the




computer system as deemed necessary and appropriate. Internet messages are public communication and are not
private. All communications including text and images can be disclosed to law enforcement and other third parties
without prior consent from the sender.

c) For breaches of the Acceptable Use Procedures students and staff can face a number of consequences depending
on the severity of the breach and the context of the situation. More than one consequence may apply for a given
offence. Serious or repeated offences will result in stronger penalties:

For Students:
e removal of network access privileges
e removal of internet access privileges
removal of printing privileges
other consequences as per the Behaviour Management Policy

EVALUATION

This policy will be reviewed within three years.

RATIFIED BY SCHOOL COUNCIL 21°* June 2016 :

PRINCIPAL: Chris Cotching SCHOOL COUNCIL PRESIDENT: Mark Eaton




Appendix A: Acceptable Use Procedures

Equipment:

Show respect for the equipment provided for your use, including computers, iPads and printers
Ensure ICT equipment is packed away appropriately and securely

Name and save files appropriately

Seek assistance if you are not sure about how something works

Do not change settings on devices without permission

Immediately report any damaged or unworking equipment to your teacher

Internet:

Use the internet only for educational purposes specified by the teacher
Never give out personal or school information

Do not take pictures or video of others without permission

Do not copy and paste information from websites to use for your own use

Do not engage in any online behaviour that could be classed as cyber bullying
Immediately report any suspicious behaviour to your teacher




APPENDIX B Acceptable Use Policy

DEECD Information, Communications and Technology (ICT) Resources
Effective March 2011

Purpose

1.1. The purpose of this Policy is to ensure that all use of Department of Education and Training (DET) Information,
Communications and Technology (ICT) resources is legal, ethical and consistent with the aims, values and objectives of
(DET) and its responsibilities to the students in its care. (DET) is an institution charged with the safety and education of
children. It also has occupational health and safety obligations to employees and students and must comply with State
and Federal anti-discrimination and sexual harassment laws. It is thus of paramount importance that its ICT resources
are used appropriately and professionally at all times.

1.2 (DET) ICT resources must be properly and efficiently used. (DET) ICT resources are not to be used for inappropriate
activities for example, pornography, fraud, defamation, breach of copyright, unlawful discrimination or vilification,
harassment, including sexual harassment, stalking, privacy violations and illegal activity, including illegal peer-to-peer
file sharing.

2. Definitions and Scope

2.1 In this Policy —

(i) an “Authorised Person” means the Secretary, a Deputy Secretary, a Regional Director, an Assistant Regional
Director, a Principal, General Manager Information Technology Division, Assistant General Manager, Information
Technology Division, Manager, Risk Management (Information Technology Division), Manager Conduct & Ethics
Branch, Officer, Conduct & Ethics Branch, or a person authorised by the Secretary of the Department of Education &
Early Childhood Development;

(i) “copyright” does not include moral rights under the Copyright Act 1968 (Cth);

(iii) “(DET)” means the State of Victoria — Department of Education and Early Childhood Development;

(iv) “(DET) ICT resources” includes but is not limited to all (DET) networks, systems, software and hardware including
DEECD Local Area Networks (LANs), Wide Area Networks (WANSs), Wireless Local Area Networks (WLANS), Intranet,
Extranet, Ultranet, (DET) email systems, computer systems, software, servers, desktop computers, printers, scanners,
portable computers, leased notebook computers, mobile phones, portable storage devices including digital cameras and
USB memory sticks, hand held devices (for example, personal digital assistants or “PDAs”) and other ICT storage
devices;

(v) “electronic communications” means email, instant messaging and any other material sent electronically;

(vi) “(DET) email systems” means eduMail and any other school-based email system established for the purposes of
school-related communications. (DET) email systems are part of (DET) ICT resources;

(vii) “Guidelines for Classification of Films and Computer Games” means the Guidelines for Classification of Films and
Computer Games made under sub-section 12 of the Classification (Publications, Films and Computer Games) Act 1995
(Cth);

(viii) “malware” is an abbreviation of “malicious software” and means software programs designed to cause damage and
other unwanted actions on a computer system. Common examples include computer viruses, worms, spyware and
trojans;

(ix) “peer-to-peer file sharing” means the sharing of files between systems on a P2P network. The “peers” of a P2P
network are computer systems connected to each other by the Internet. Files can be shared directly between computer
systems on the network without the requirement of a central server. An example of illegal P2P file sharing is the sharing
of copyrighted files without the authorisation of the copyright owner, for example copyrighted film and music files;

(x) “personal use” means all non-work related use, and includes internet usage and private emails;

(xi) “users” of (DET) ICT resources includes all employees, ie persons employed by the Secretary of (DET) under Part
2.4 of the Education and Training Reform Act 2006 (Vic), all persons employed by the Secretary of (DET) under the
Public Administration Act 2004 (Vic), the Secretary of (DET) appointed under section 12 or 19 of the Public
Administration Act 2004 (Vic), Ministerial officers and Ministers, working within (DET), and all persons employed by
school councils under Part 2.3 of the Education and Training Reform Act 2006 (Vic). It also includes all contractors and
volunteers engaged by: (DET), school

2.2 This Policy applies to all users of (DET) ICT resources regardless of work location and applies to all aspects of use
of all (DET) ICT resources, for example:




Publishing and browsing on the internet;
Downloading or accessing files from the internet or other electronic sources;
Email;
Electronic bulletins/notice boards;
Electronic discussion/news groups;
Weblogs (,blogs");
Social networking;
File transfer;
File storage;
File sharing;
Video conferencing;
Streaming media;
Instant messaging;
Online discussion groups and ,chat" facilities;
Subscriptions to list servers, mailing lists or other like services;
Copying, saving or distributing files;
Viewing material electronically; and
Printing material.

2.3 Any reference in this Policy to an Act, Regulation, Guidelines, Code of Conduct or other document includes a
reference to the Act, Regulation, Guidelines, Code of Conduct or other document as amended from time to time.

3. Rationale

3.1 The use of (DET) ICT resources carries with it responsibilities. Users must at all times remember that when using
(DET) ICT resources, they are using ICT resources provided to them for business purposes.

3.2 The provision of (DET) ICT resources by (DET) is to improve and enhance learning and teaching, and conduct of the
business and functions of (DET). Using information technology, accessing information, and communicating
electronically can be cost-effective, timely and efficient. It is essential that use of this valuable resource be managed to
ensure that it is used in an appropriate manner.

3.3 The process by which (DET) seeks to manage staff use of (DET) ICT resources is through the development

4. Responsibility

4.1 (DET) is responsible for ensuring that the persons to whom this Policy applies are aware of this Policy. This may
include, but is not limited to:

(a) providing access to a copy of the Policy, for example, on the (DET) website;

(b) reminders of the need for compliance with the Policy; and

(c) providing updates or developments of the Policy.

4.2 It is the responsibility of all users to abide by this Policy.

5. Non-Compliance

5.1 Depending on the nature of the inappropriate use of DET ICT resources, non-compliance with this Policy may
constitute:

(i) a breach of employment obligations;

(ii) serious misconduct;

(i) sexual harassment;

(iv) unlawful discrimination;

(v) a criminal offence (see clause 11);

(vi) a threat to the security of DET ICT resources;

(vii) an infringement of the privacy of staff and other persons; or

(viii) exposure to legal liability.

5.2 Non-compliance with this Policy will be regarded as a serious matter and appropriate action, including termination of
employment, may be taken.

5.3 Where there is a reasonable belief that illegal activity may have occurred DET may report the suspected illegal
activity to the police.

6. Business Purposes and Other Use

6.1 Use of DET ICT resources must —

(a) be for DET purposes only, or where authorised or required by law, or with the express permission of an Authorised
Person; and

(b) be used like other business resources and comply with any codes of conduct, ministerial orders or legislative
requirements which apply to the user, for example, the Code of Conduct for the Victorian Public Sector, the Education
and Training Reform Act 2006 (Vic) and the Public Administration Act 2004 (Vic).

6.2 Notwithstanding clause 6.1(a), users of DET ICT resources may use DET ICT resources for personal use provided
the use is not excessive and does not breach this Policy. Users must not engage in excessive personal use of DET ICT
resources during working hours (refer to Clause 20, Category 4, for guidance). Users must not engage in excessive
personal use of DET email systems or the internet using DET networks outside working hours. A breach of either of
these constitutes a failure to abide by this Policy. In using DET ICT resources for personal use, users should be aware
that the provisions that apply to access and monitoring of DET ICT resources apply to personal use as well.

6.3 Subject to limited personal use in accordance with clauses 6.2 and 20 -




(i) subscribing to mailing lists and other like services using DET ICT resources must be for DET purposes or
professional development reasons only; and

(ii) social networking, on-line conferences, discussion groups or other similar services or tools using DET ICT resources
must be relevant and used only for DET purposes or professional development activities. When using such tools, all
DET ICT users must conduct themselves professionally and appropriately.

6.4 Provided that use is not unlawful, offensive or otherwise improper, users are allowed reasonable access to
electronic communications using DET ICT resources to facilitate communication between employees and their
representatives, which may include a union, on matters pertaining to the employer/employee relationship.

6.5 Large data downloads or transmissions should be minimised to ensure the performance of DET ICT resources for
other users is not adversely affected. Where a user has caused DET to incur costs for 6 Acceptable use policy
excessive downloading of non-work related material in breach of this Policy, DET may seek reimbursement or
compensation from the user for all or part of these costs.

7. Department Property

7.1 Electronic communications created, sent or received using DET email systems are the property of (DET and may be
accessed by an Authorised Person in the case of an investigation, including in relation to investigations following a
complaint or investigations into misconduct. Electronic communications may also be subject to discovery in litigation
and criminal investigations. All information produced on computer, including emails, may be accessible under the
Freedom of Information Act 1982 (Vic). Please note that email messages may be retrieved from back-up systems and
organisations, their employees and the authors of electronic communications have been held liable for messages that
have been sent.

8. Access and Monitoring

8.1 DET ICT resources may be accessed or monitored by Authorised Persons at any time without notice to the user.
This includes, but is not limited to, use of DET email systems and other electronic documents and records. However,
Authorised Persons must have a valid reason for accessing or monitoring use of DET ICT resources in accordance with
clause 8.3.

8.2 Before accessing or monitoring DET email systems an Authorised Person is required to contact the Manager, Risk
Management (Information Technology Division) to inform him/her of the proposed access. A written log recording
relevant details will be maintained by the DET Information Technology Division — Risk Management Team.

8.3 Authorised Persons may access or monitor the records of DET ICT resources for operational, maintenance,
compliance, auditing, legal, security or investigative purposes. For example, electronic communications, sent, received
or forwarded using DET ICT resources, may be accessed and logs of websites visited using DET ICT resources may be
generated, examined and monitored.

8.4 Authorised Persons may require the assistance of a systems administrator to gain access to records held within
DET ICT resources such as electronic documents, communications or website logs of users. In such cases, the systems
administrator will not be in breach of this Policy simply by reason of following the instructions of an Authorised Person.
8.5 If, at any time, a systems administrator discovers any inappropriate use of DET ICT resources, they must report their
concerns to an Authorised Person.

8.6 Use of DET ICT resources constitutes consent to access and monitoring in accordance with this Policy.

8.7 If at any time there is a reasonable belief that DET ICT resources are being used in breach of this Policy, the
principal or line manager of the person who is suspected of using DET ICT resources inappropriately may suspend a
person‘s use of DET ICT resources and may require that the equipment being used by the person be secured by the
principal or line manager while the suspected breach is being investigated.

8.8 Nothing in this Policy prevents the DET Information Technology Division or DET agents from monitoring DET ICT
resources in order to support the functioning and performance of DET “s information systems.

9. Defamation

9.1 DET ICT resources must not be used to send material that defames an individual, organisation, association,
company or business. The consequences of a defamatory comment may be severe and give rise to personal and/or
DEECD liability. Electronic communications may be easily copied, forwarded, saved, intercepted or archived. The
audience of an electronic message may be unexpected and widespread.

10. Copyright Infringement

10.1 The copyright material of third parties (for example, software, database files, documentation, cartoons, articles,
graphic files, music files, video files, text and down loaded information) must not be used without authorisation to do so.
The ability to forward and distribute electronic messages and attachments and to share files greatly increases the risk of
copyright infringement. Copying material to a hard disk or removable disk, printing or distributing or sharing copyright
material by electronic means, may give rise to personal and/or DET liability, despite the belief that the use of such
material was permitted. llegal Use and Material 7




10.2 DET supports the rights of copyright owners and does not and will not tolerate reckless or deliberate copyright
infringement.

10.3 All users of DET ICT resources should ensure they are familiar with the following publications issued by DET:
(a) DET Intellectual Property Policy and Principles;

(b) DET Intellectual Property and Copyright Guidelines; and

(c) Copyright Guidelines for Victorian Government Schools.

11. lllegal Use and Material

11.1 DET ICT resources must not be used in any manner contrary to law or likely to contravene the law. Any suspected
offender will be referred to the police or other relevant authority and their employment may be terminated.

11.2 Certain inappropriate, unauthorised and non work-related use of DET ICT resources may constitute a criminal
offence under the Crimes Act 1958 (Vic), for example, computer ,hacking“ and the distribution of computer viruses.

11.3 lllegal or unlawful use includes but is not limited to use of certain types of pornography (eg child pornography)
under the Crimes Act 1958 (Vic), offences under the Classification (Publications, Films and Computer Games)
(Enforcement) Act 1995 (Vic), defamatory material, material that could constitute racial or religious vilification, unlawfully
discriminatory material, stalking, blackmail and threats under the Crimes Act 1958 (Vic), use which breaches copyright
laws, fraudulent activity, computer crimes and other computer offences under the Cyber Crime Act 2001 (Cth) or Crimes
Act 1958 (Vic) (as amended by the Crimes (Property Damage and Computer Offences) Act 2003 (Vic)), or any other
relevant legislation.

11.4 In particular, DET is an institution charged with the safety and education of children. Child pornography represents
the antithesis of DET"s responsibilities to children. Any suspected offender

14. Malware

14.1 Electronic and web communications are potential delivery systems for computer malware. All data, programs and
files which are downloaded electronically or attached to messages should be scanned by an anti-virus program before
being launched, opened or accessed.

14.2 Malware has the potential to seriously damage DET ICT resources. Do not open any attachments or click on any
links embedded in an email unless you have confidence in the identity of the sender.

15. Attribution

15.1 There is always a risk of false attribution of breaches of this Policy. It is possible that communications may be
modified to reflect a false message, sender or recipient. In these instances an individual may be unaware that he or she
is communicating with an impostor or receiving fraudulent information. If a user has a concern with the contents of a
message received or the identity of the publisher of the electronic information, action should be taken to verify their
identity by other means. If a user believes an electronic communication has been intercepted or modified, the line
manager or principal should be informed.

15.2 Users are accountable for all use of DET ICT resources that have been made available to them or leased to them
for work purposes and all use of DET ICT resources performed with their UserID. Users must maintain full supervision
and physical control of DET ICT resources, including notebook computers, at all times. UserlDs and passwords must be
kept secure and confidential. Users must not allow or facilitate unauthorised access to DET ICT resources through the
disclosure or sharing of passwords or other information designed for security purposes.

15.3 Active sessions are to be terminated when access is no longer required and computers secured by password when
not in use.

16. Mass Distribution and ,.SPAM*

16.1 The use of DET ICT resources for sending ,junk mail®, for-profit messages, or chain letters is strictly prohibited.
16.2 Mass electronic communications should only be sent in accordance with normal DET procedures.

16.3 The use of electronic communications for sending unsolicited commercial electronic messages (,Spam") is strictly
prohibited and may constitute a breach of the Spam Act 2003 (Cth).

17. Records Management

17.1 Electronic communications are public records and subject to the provisions of the Public Records Act 1973 (Vic).
17.2 DET record management practices for management of email messages must comply with DET policies and
guidelines on recordkeeping and management of electronic communications as amended from time to time.

17.3 Email messages that are routine or of a short term facilitative nature should be deleted when reference ceases, as
distinct from ongoing business records such as policy or operational records.

17.4 Retention of messages fills up large amounts of storage space on the network and can slow down performance. As
few messages as possible should be maintained in a user‘s mail box. Messages for archive should be kept in separate
archive files stored on the user"s network home or shared drive.




18. Disclaimer

18.1 All emails sent externally from DET’s eduMail service will automatically have a disclaimer attached to them.
18.2 The disclaimer must not be altered or interfered with in any way. The use of the disclaimer may not necessarily
prevent DET or the sender of the email from being held liable for its contents.

18.3 School email systems must also append the same disclaimer to messages sent externally from the school"s email
service.

19. Complaints

19.1 If you wish to make a complaint or report about inappropriate use of DET ICT resources raise it with your principal
or line manager, or, if your principal or line manager is the cause of your complaint, raise it with their manager.

19.2 DET may investigate complaints arising from the use of DET ICT resources or complaints arising from the
application of this policy in accordance with DET Guidelines for Managing Complaints, Misconduct and Unsatisfactory
Performance.

20. Breaches of this Policy

20.1 Breaches of this Policy may be categorised using the following categories. The categories do not cover all
breaches of this Policy, for example the categories do not specifically refer to breaches of copyright. Matters not covered
by the following categories will be dealt with on an individual basis and on the relevant facts.

Category 1: lllegal

This category covers the following:

a. Child pornography — offences relating to child pornography are covered by the Crimes Act 1958 (Vic) and the
Classification (Publications, Films and Computer Games) (Enforcement) Act 1995 (Vic). Child pornography is defined in
section 67A of the Crimes Act 1958 (Vic) as:

“a film, photograph, publication or computer game that describes or depicts a person who is, or appears to be, a minor
engaging in sexual activity or depicted in an indecent sexual manner or context.”

b. Objectionable material — offences relating to the exhibition, sale and other illegal acts relating to “objectionable
films” and “objectionable publications” are covered by the Classification (Publications, Films and Computer Games)
(Enforcement) Act 1995 (Vic). Such material has or would attract a classification of X18+ (restricted) or RC (refused
classification) under the Guidelines for Classification of Films and Computer Games 2005 or National Classification
Code scheduled to the Classification (Publications, Films and Computer Games) Act 1995 (Cth).

c. Any other material or activity which involves or is in furtherance of a breach of the criminal law.

Category 2: Extreme

This category involves non-criminal use of material that has or would attract a classification of RC under the Guidelines
for Classification of Films and Computer Games 2005 or National Classification Code scheduled to the Classification
(Publications, Films and Computer Games) Act 1995 (Cth). This covers any material that:

a. depicts, expresses or otherwise deals with matters of sex, drug misuse or addiction, crime, cruelty, violence or
revolting or abhorrent phenomena in such a way that they offend against the standards of morality, decency and
propriety generally accepted by reasonable adults to the extent that the material should not be classified;

b. describes or depicts in a way that is likely to cause offence to a reasonable adult, a person who is, or appears to be, a
child under 18 (whether or not the person is engaged in sexual activity or not); or

C. promotes, incites or instructs in matters of crime or violence.

Category 3: Critical

This category involves other types of offensive material. This covers any material that: 10 Acceptable use policy

a. Has or would attract a classification of X18+ under Guidelines for Classification of Films and Computer Games 2005
or National Classification Code scheduled to the Classification (Publications, Films and Computer Games) Act 1995
(Cth). The material covered by this classification is only available for hire or sale in the ACT and Northern Territory, and
covers sexually explicit material that contains real depictions of actual sexual intercourse and other sexual activity
between consenting adults;

b. Involves racial or religious vilification;
c. Is unlawfully discriminatory;

d. Is defamatory;

e. Involves sexual harassment; or

f. Brings or has the potential to bring the employee and/or DET into disrepute.




Category 4: Excessive personal use during working hours

This category covers personal use which satisfies the following 3 criteria -

a. it occurs during normal working hours (but excluding the employee"s lunch or other official breaks); and

b. it adversely affects, or could reasonably be expected to adversely affect the performance of the employee“s duties;
and

c. the use is more than insignificant.

21. Other Policies

21.1 This Policy replaces the “Acceptable Use Policy for DET Information Communications and Technology (ICT)
Systems.”

21.2 This Policy operates in conjunction with DET “s “Terms of Service” for use of the Ultranet.

21.3 This Policy operates in conjunction with DET"s “Information and Communication Technology Security Policy”.
21.4 This Policy operates in conjunction with “Notebook Computers Terms and Conditions Licence Agreement” or any
other agreements entered into as part of the Notebook for Teachers and Principals Program.

Effective: March 2011




